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CDQAP Quélity Assurance Update - April 2026

The Do’s and Don’ts of Drone Trespass

Dr. Michael Payne, UCD School of Vet Med and Director CDQAP and
Werner Ritter von Stein, FAA Safety Team Representative

The increasing frequency of reports of drones loitering over
livestock facilities has producers understandably concerned.
Drones are used by criminals to scout rural property for
equipment theft and by animal liberation activists to gather
video for marketing. The FAA Safety Team, FAAST, provides
outreach on drone safety and regulations and has these recommendations:

WHEN you see a drone near or over your property:

« Immediately request a response from local law enforcement explaining you are
concerned about the safety of your employees and livestock.

« Capture cell phone video of the drone, particularly if it is hovering over
employees, vehicles or livestock, flying into roofed buildings or otherwise
interfering with farm operations or endangering people or livestock.

« Capture cell phone video of the drone operator, their vehicle and license
plates, particularly if they are on private land or are operating the drone
without line-of-sight to the drone.

« DO NOT threaten or accost the drone operator.

« DO NOT attempt to shoot down the drone. Continued on Page 2

Iran Launches Cyber-Attacks On U.S. Infrastructure

It’s a good time for producers and processors to review
their cybersecurity.

Dr. Michael Payne, School of Vet Med and Director CDQAP and Chad Beever; Cyber Intelligence Analyst,
Central California Intelligence Center

Iran-linked hackers are reported to have
successfully disrupted multiple US oil, gas and
water sites in recent weeks. While the attacks are
not known to have included agricultural or food
processing targets, they are a stark reminder that
food and ag has been targeted in the past and
remains susceptible in the future.

In concert with our law enforcement partners CDQAP has previously
summarized cybersecurity recommendations. Here are some of the highlights:

« When purchasing or updating computer systems, particularly
systems accessible through the internet, producers should thoroughly
discuss cyber-security with vendors.

» When installing and maintaining computer systems, particularly
those accessible through the internet, it is important to have robust
passwords. Make sure to change the default password on any new
system since those passwords are easily accessible on the internet.

Continued on Page 2
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It’s Time to Sample
Forages and Manure

By Dr. Deanne Meyer, Ph.D., Livestock Waste
Management Specialist, UC Davis & UC ANR

The winter crop knows summer is here.
Choppers are going full throttle. That
means it’s time to record harvested forage
weights and sample forages from each field
where manure was applied. Shortly after
harvest many producers will apply liquid
manure, slurry from the bottom of ponds
or solid manure. Here too there is a need
to record the amount of manure applied
and take samples for nutrient composition.
Be sure to keep your nutrient management
team apprised of your harvest and manure
application schedule if they are tasked with
taking samples.

Forages: The amount of nutrients harvested
is calculated as the tons of forage harvested
multiplied by its nutrient composition.

You can visibly see differences in tonnage
yield while crops are standing in the field.
Keeping detailed records of harvested
forage and associated nutrient composition
allows you to precisely track your nutrient
management data.

Manure: More important than taking a
manure sample for regulatory reasons is
to use data to make fertilizer application
decisions. As fuel prices increase, so too
will fertilizer prices. Work with your
nutrient management team to fully
understand the nutrient value of your
manure. Be sure to notify them if you are
having tankers truck pond water to an
adjacent field. These atypical applications
need to be accounted for.

In summary, weigh or estimate volume of
everything harvested and applied. Collect a
representative sample from each field.

CA Dairy Sustainability

Summit - 2026 Recap

More than 500 people attended the
California Dairy Sustainability Summit
on March 24, including 117 dairy farmers.
Explore the summary publication to learn
more and view session recordings.

CDQAP is a program of the California Dairy Research Foundation.


https://www.cadairysummit.com/2026-summary-guide
https://www.cadairysummit.com/2026-summary-guide
https://www.dairycares.com/_files/ugd/e8c369_b0b775dc84874562bf63337d1057d57c.pdf
https://www.faa.gov/faasteam
https://www.cnn.com/2026/04/07/politics/iran-linked-hackers-disrupt-us-industrial-sites
https://cdqap.org/wp-content/uploads/2022/11/CDQAP_November2022_FINAL.pdf
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The Do’s and Don’ts of Drone Trespass - continued

WHEN officers respond: Request that responding officers interview the drone operator and
determine if they are in compliance with the following requirements:

« The operator is certified as either a recreational or commercial drone pilot by the FAA.

« The drone is registered with the FFA and its registration number is visible on the airframe.

« The drone is broadcasting a remote ID code, readable by the DroneTag or similar app which are
available for Android or Apple phones and can be downloaded for free by farmers and Law Enforcement Officers (LEOs).

« The drone is operated within the line-of-sight of the pilot and not into roofed buildings.
« The drone is not operating in a drone no-fly zone, such as airports and prisons, which can be located using FAA's BAUFLY app.

Failure to comply with federal drone laws can result in steep fines and loss of the required pilot license. Unfortunately,
farmers do not own the 400 feet of air space above their property, but more reported drone sightings will prompt a more
swift and aggressive response from law enforcement and the FAA. Producers can also submit a Suspicious Activity Report
(SAR) with their local Law Enforcement Intelligence “Fusion Center.”

This flyer contains more information. There will be further updates on drones from CDQAP and our law enforcement partners.

Iran Launches Cyber-Attacks On U.S. Infrastructure - continued

o Ideally there should be a hard separation between a facility’s management network (emails, documents,
marketing) and its operations network (machine operations, remote cow monitoring etc.)

« Frequent software scanning and updates can help prevent hacks and continuous data backups make recovery
more efficient and less expensive.

« Employees can be trained on how to resist “phishing” attempts for company information when using facility
computers.

Dairies interested in a vulnerability analysis of their computer systems can coordinate with their local CISA representative.
For both producers and processors there are a variety of resources available to evaluate or improve their cyber security.
These include Vulnerability and Penetration Testing (VAPT), software scanning, threat alerts and incident reporting
assistance.

For producers or processors interested in learning more about cybersecurity resources or CDQAP’s partnership with law
enforcement contact Dr. Michael Payne at mpayne@ucdavis.edu.
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https://www.faa.gov/uas/recreational_flyers/knowledge_test_updates
https://www.faa.gov/uas/commercial_operators/become_a_drone_pilot
https://www.faa.gov/uas/getting_started/register_drone
https://play.google.com/store/apps/details?id=cz.dronetag.app&hl=en-US
https://apps.apple.com/us/app/dronetag/id1527565210
https://www.faa.gov/uas/getting_started/b4ufly
https://app.kaseware.us/public/#CCIC/a12a0b11-1c6b-4751-a73d-47ab0586943d
https://app.kaseware.us/public/#CCIC/a12a0b11-1c6b-4751-a73d-47ab0586943d
https://www.dairycares.com/_files/ugd/e8c369_b0b775dc84874562bf63337d1057d57c.pdf
https://en.wikipedia.org/wiki/Phishing
https://www.youtube.com/watch?v=jMCEBcq36cQ
https://www.cisa.gov/
https://www.youtube.com/watch?v=XIdoHWeu2f0
https://www.ic3.gov/
mailto:mpayne@ucdavis.edu
https://www.cadairysummit.com/2026-summary-guide

