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Forage harvest is underway or on the horizon. That means 
dairy farmers are thinking about winter preparations: removing 
manure from corrals, grading corrals before rains, where 
bedding will be stockpiled and covered, new practices for 
handling solids from settling basins or separators, etc. Some 
producers will need to rethink manure applications, as the 
Sustainable Groundwater Management Act (SGMA) kicks in 
and fields are fallowed. More producers are being impacted by 
SGMA. If a field isn’t going to grow a crop, no manure should 
be applied to it. Consider where the manure will go to manage 
nitrogen. Each dairy operator will need to evaluate their farming 
situation and manure resources.

By Dr. Deanne Meyer, Livestock Waste Management Specialist, UC Davis 
and UC ANR, dmeyer@ucdavis.edu

Test Forages and Maybe Soils Too

SEE PAGE 2Dr. Michael Payne, Director CDQAP

ALSO IN THIS ISSUE: 
New Federal Drone 
Laws Help Farmers 
Push Back…

By Dr. Michael Payne, UC Davis, School of Vet. Medicine & Director, CDQAP

With 300,000 grocery stores, one 
million restaurants and 2 million 
farms, our country’s Food & 
Ag sector is very big business. 
Unfortunately, at $3.5 trillion 
and 5.5% of our gross domestic 
product, food and ag also generates 
the kind of money that attracts some 
very serious criminals. 

Producers’ first stop for law enforcement 
help is their local police or sheriff ’s department. This is 
particularly true in California, where the highly effective 
Rural Crime Prevention Task Force (CRCPTF) helps 
coordinate cross-county threats in rural areas. 

Preventing and responding to national and international 
threats, however, requires more resources. This was the 
focus of the 3rd Annual Northern California FBI – InfraGard 
Symposium, held at the Cabral Ag Center on July 30. 

The primary FBI partnership with private industry is the 
InfraGard Program, which started after the 2001 September 
11 attacks. After a brief background check, industry 
representatives can receive intelligence and training that are 
not typically available to the general public.

Here are some of the non-classified, open-source highlights 
shared at the symposium:

Suspicious Activity Reports (SARs) – A number of 
speakers emphasized the effectiveness of concerned citizens 
filing information potentially related to illegal activities. 
SARs can cover anything from violent threats on social 
media, indications of human trafficking or collection 
of hazardous materials. These reports are evaluated and 
entered into the national SAR database, where they are 
forwarded to the appropriate agency or law enforcement 
department. A number of dairy processor and trade staff 
have been trained to help assist producers in completing 
these reports. 

Economic Espionage – A case history of agricultural 
economic espionage detailed the theft of $120 million worth 
of trade secrets by a Coca-Cola chemical engineer working 
for the Chinese government. A startling video produced by 
the FBI provided additional examples of insider espionage in 
the energy, agricultural, and military sectors. The FBI warns 

By Dr. Deanne Meyer, Livestock Waste Management Specialist, UC Davis 
and UC ANR, dmeyer@ucdavis.edu

As forages are harvested, make sure to record field harvest 
weights for each crop in each field. It’s important that 
representative samples of harvested material are taken 
for nutrient analysis. Composite samples are analyzed for 
percent moisture, ash (fixed solids), total nitrogen, total 
phosphorus, and total potassium. The field yield weights and 
sample nutrient composition results are used to calculate 
nutrients removed from each field. 
Soil sampling needs to occur on every field once in five 
years. For many producers, soil sampling is done between 
the summer and winter crop. Producers with many fields 
likely partition the soil sampling over multiple years to 
distribute the cost of analysis more evenly. Refer to your 
Sampling and Analysis Plan and your farm-specific data 
from the last four years to identify which fields need to be 
sampled this year. Talk with your environmental consultant 
to be sure the appropriate samples are taken.
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FBI’s InfraGard Program - Continued

By: Dr. Michael Payne, Director CDQAP

Criminals are using drones to scout rural property for equipment to steal and animal rights activists 
also use drones to gather video footage at dairies and ranches. The audience at the FBI - InfraGard 
symposium was especially attentive to Werner von Stein’s presentation describing the newly-
implemented federal drone regulations. von Stein, who is authorized by the FAA’s FAAST program to 
teach drone safety and regulations, had the following recommendations for producers:

WHEN you see a drone near your property: 
•	 Immediately request a response from local law enforcement explaining you are concerned 

about the safety of your employees and livestock. 
•	 Capture cell phone video of the drone operator, particularly if they are on private land or are 

interfering with farm operations or endangering people or livestock. 
•	 DO NOT threaten or accost the drone operator. 
•	 DO NOT attempt to shoot down the drone. 

Have responding officers interview the operator to determine if they are in compliance with the following requirements:
•	 The operator is certified as either a recreational or commercial drone pilot by the FAA. 
•	 The drone is registered with the FFA and its registration number is visible on the airframe.
•	 The drone is broadcasting a remote ID code, readable by the DroneTag or similar app which are available for Android 

or Apple phones and can be downloaded for free by farmers and Law Enforcement Officers (LEOs). 
•	 The drone is being operated within the line-of-sight of the pilot and not into roofed buildings.   
•	 The drone is not operating in a drone no-fly zone, such as airports and prisons, which can be located using FAA’s 

B4UFLY app.  
Failure to comply with federal drone laws can result in steep fines and loss of the required pilot license. Unfortunately, farmers 
do not own the 400 feet of air space above their property, but more reported drone sightings will prompt a more swift and 
aggressive response from law enforcement and the FAA. Producers can also submit a Suspicious Activity Report (SAR) with 
their local Law Enforcement Intelligence “Fusion Center.” This flyer contains more information. 

industries that 90% of intellectual property theft is accomplished using email, external hard drives, and downloading from cloud 
storage. Local offices of the FBI can provide companies with consultations, system assessments, and training.  

Cyber-crime – Several ransomware attacks against agricultural companies were summarized. Also described were the 2023 
cyber-attacks against two Central Valley dairies. CDQAP worked with law enforcement cyber-experts to develop crucial cyber-
security practices for producers and local representative. For both producers and processors, CISA can provide resources 
including Vulnerability and Penetration Testing (VAPT), software scanning, threat alerts and incident reporting assistance.

Local Crime – Sheriff Patrick Withrow described some of efforts that have resulted in a dramatic decrease in San Joaquin 
County’s agricultural crime. Partnering with the Rural Crime Task Force expands investigations beyond county borders. 
Similarly, partnering with the FBI leverages investigations into human trafficking for both sexual and labor exploitation beyond 
the county. A focus on illegal drug operations provides a host of additional benefits to rural land owners related to water theft, 
prohibited pesticide use, and illegal dumping and environmental clean-up. 

Activist Activity – A group of more than 40 animal rights organizations in the U.S. maintain strategic and financial partnerships, 
with annual expenditures of some $800 million. In the U.S. and abroad, extremists have engaged in blackmail, vandalism, 
death threats and assault. Processor trucks are being tracked to tie them to recognized restaurant and grocery store brands. The 
increasingly aggressive tactics by activists were addressed during several panels. The advantage of coordinated outreach by the 
agricultural community, as demonstrated by the resounding defeat of Measure J in Sonoma County, was also discussed.   

Drone Trespass – New FAA regulations, while not a silver bullet, clearly establish some property owner rights, which can be 
enforced by local law enforcement. See the article above on drone laws.  

For producers or processors interested in learning more about producer and processor security resources or CDQAP’s 
partnership with law enforcement, contact Dr. Michael Payne at mpayne@ucdavis.edu. 

https://www.dairycares.com/_files/ugd/e8c369_b0b775dc84874562bf63337d1057d57c.pdf
https://sfdroneschool.com/
https://www.faa.gov/faasteam
https://www.faa.gov/uas/recreational_flyers/knowledge_test_updates
https://www.faa.gov/uas/commercial_operators/become_a_drone_pilot
https://www.faa.gov/uas/getting_started/register_drone
https://play.google.com/store/apps/details?id=cz.dronetag.app&hl=en-US
https://apps.apple.com/us/app/dronetag/id1527565210
https://www.faa.gov/uas/resources/community_engagement/no_drone_zone
https://www.faa.gov/uas/getting_started/b4ufly
https://app.kaseware.us/public/#CCIC/a12a0b11-1c6b-4751-a73d-47ab0586943d
https://www.dairycares.com/_files/ugd/e8c369_b0b775dc84874562bf63337d1057d57c.pdf
https://cdqap.org/wp-content/uploads/2022/11/CDQAP_November2022_FINAL.pdf
https://cdqap.org/wp-content/uploads/2025/08/CDQAP-Dairy-Cyber-Crime-Update-FINAL-PDF.pdf
https://cdqap.org/wp-content/uploads/2025/08/CDQAP-Dairy-Cyber-Crime-Update-FINAL-PDF.pdf
https://www.youtube.com/watch?v=jMCEBcq36cQ
https://www.youtube.com/watch?v=XIdoHWeu2f0
https://www.ic3.gov/Home/Index
https://sjsheriff.org/agrictultural-crimes
https://stocktonia.org/news/public-safety/2024/10/28/cannabis-bust-in-vehicle-leads-to-bigger-cannabis-bust-in-drug-house/
https://cdqap.org/wp-content/uploads/2020/11/cdqap-newsletter-october-2020.pdf
https://r.search.yahoo.com/_ylt=AwrO8RHKYppo7wEA068NnYlQ;_ylu=Y29sbwNncTEEcG9zAzQEdnRpZAMEc2VjA3Ny/RV=2/RE=1756157898/RO=10/RU=https%3a%2f%2fwww.agalert.com%2fcalifornia-ag-news%2farchives%2fnovember-13-2024%2fsonoma-county-farmers-celebrate-measure-j-defeat%2f/RK=2/RS=Jn3bzgqfkRmB65syOAMri5.3W3g-
mailto:mpayne@ucdavis.edu

	_Hlk205553334

